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Google estimates that nearly 60 percent of all email it processes is spam. But like most Gmail users, I rarely see any spam in my inbox. Google claims that Gmail now blocks 99.9 percent of all spam. Read on to learn how you can get near-perfect spam filtering, even if you don't use Gmail...

Machine learning, an application of artificial intelligence, has been part of Gmail’s spam filter program since Gmail’s inception. On July 9, Google announced three new improvements to Gmail’s spam filter.

Every time a user clicks the “Report Spam” or “Not Spam” button on a message, Gmail learns something that helps it filter spam better. But now, Gmail is attempting to learn on its own, without the user’s clicks.

The spam filter now uses the same artificial neural network that Google Now and Google Search use to detect and block the “especially sneaky” spam that sometimes slips past users’ radar.

Gmail Spam FIlter

What’s an “artificial neural network,” you ask? The oversimplified answer is, a lot of computers connected to each other in an attempt to simulate the interconnections of human brain cells. It’s expensive to build an artificial neural network; most are tiny, with 1 to 10 million connections.

Google has built an ANN with over one billion connections using the processors in its vast and far-flung empire of data centers. That sounds awesome, until you learn that the human brain contains several trillion connections! None the less, Google’s ANN is capable of rudimentary human-like self-learning. That means you don’t have to teach it what spam is.

In one experiment, Google’s ANN was fed millions of still images of cats culled from YouTube videos. The images were not labeled as “cats” and programmers did not tell the ANN what a “cat” is. The ANN figured it out for itself, learning to recognize cats in virtually any image. If it can do that, it can recognize spam with greater accuracy than most humans can.

You don't have to do anything to use Gmail's spam filtering - it's automatic. But you can add your own filters to funnel messages into folders, forward to another address, and other actions. See my article Tame Your Email With Filters for help adding filters to Gmail, Yahoo, Outlook.com, iCloud Mail, or AOL webmail. http://askbobrankin.com/tame_your_email_with_filters.html 

But the ANN is still not perfect. Just as humans see UFOs in pictures of streetlights, Google’s ANN sometimes sees spam in legitimate messages and mistakenly consigns them to the spam folder. Google claims that only about 0.01 percent (1 in 10,000) of legitimate emails are falsely labeled as spam these days. As the ANN learns more about email, that figure should fall even further.

Take a look in your Gmail spam folder, and see how it's working. If you do find certain messages are being incorrectly flagged as spam, you can create a Gmail filter for them, with a "Never send to Spam" action, so they'll be delivered to your inbox.

How does Gmail’s spam filter compare to other free Webmail services, such as Microsoft’s Hotmail/Outlook.com and Yahoo? I haven’t been able to find any independent, rigorous studies of this question. I’ll just note that Microsoft seems to think it’s acceptable if less than 3 percent of the messages that reach your inbox are spam.

Another new spam-fighting technique that Gmail is introducing doesn’t really tackle spam, in my opinion. Gmail now attempts to learn individual users’ reading preferences and filter out even legitimate mail that goes unread. The company gives the example of email newsletters. One user reads them assiduously while another just lets them pile up unread, or deletes them without reading. Why people don’t just unsubscribe from newsletters is one of life’s mysteries. Hopefully, Gmail can distinguish between legit opt-in email newsletters and the ones that just arrive without your consent. https://www.microsoft.com/en-us/outlook-com/compare/ 
Finally, Gmail is providing help for legitimate, large-volume email publishers whose communications are sometimes wrongly condemned as spam. The Gmail Postmaster Tools will help airlines, banks, credit card companies, and other well-known firms analyze the fate of their emails and improve their delivery and reading rates. https://gmail.com/postmaster/ 
Even if you don't use or like Gmail, you can still use it to filter spam. Here's one technique that some people use to "pre-filter" their incoming emails. Instead of providing your actual email address when asked, give out a Gmail address that you've created. Configure that Gmail account to simply forward everything to your actual address. Gmail does spam-filtering BEFORE forwarding, so the messages that do get forwarded are virtually spam-free.

Gmail’s spam filter is so reliable and accurate that I hardly ever check my spam filter for false positives anymore. I get hundreds of emails daily, and in 2015, I estimate I’ve clicked on the “Report Spam” or “Not Spam” button less than a dozen times. The spam filter just works.

Do you use Gmail? How is the spam filtering working for you? Your thoughts on this topic are welcome. Post your comment or question below...

